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Abstract 
 
The architecture requirements for future high proportion DG-RES electricity grids are 
described from a Power Electronics system point of view and from an ICT point of view. 
Research questions to be answered in the next phase of the FlexibEL working package 
3 project are formulated and an identification of activities is presented. To bring the 
power electronic (PES) and ICT activities together, focus will be on an architecture for 
information exchange and control strategy development between a large scale inverter 
(40 kW; connected to several appliances), operating in real-time, and an external 
context aware (viz. markets, users) ICT-system performing a number of power system 
applications like balancing, capacity bottleneck mitigation, market portfolio optimization 
etc. 
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1. Introduction 

 
The FlexibEL project has as it’s main aim creating the conditions for a real seamless 
integration instead of a connection of small distributed generation and consumption 
units in the electricity grid. 
 
Working package 3 in the FlexibEL-project is concerned with the definition of novel ar-
chitecture components of future electricity dispersed grids with a large proportion of 
small distributed generation/renewable energy resources. As described in the working 
package 1 deliverable of this project [FlexibELWP1,2006] there are a number of impli-
cations for the grid when making a transition from centrally controlled to dispersed with 
merely some central coordination. When compared to hierarchically operated electricity 
grids with power centrally generated at high voltage levels on a large scale delivering 
electricity to consumers on lower Voltage levels in the network, dispersed electricity 
grids offer a number of challenges for technological research. In the EU long-term vi-
sion on future grids [SmartGrids,2006] waterfall grid models will be more and more re-
placed by grids with electricity produced via installations or clusters of installations 
'bubbling' upwards. ICT is considered to be a essential enabler for this new develop-
ments. Grids with components, connected by modern communication technology, 
Smart Grids, equipped with facilities for more intelligent coordination, are expected to 
play an ever more pronounced role in such a transition.  
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Table 1 Inventory of net effects in several transition cases [Key,2004] 

 
When applying standard system (ICT) development methods to model such smart 
grids, as first step, applications have to be identified and an inventory has to be made 
of requirements and information streams for these applications. Defining the architec-
ture for a more intelligent power grid also has a broader scope than standard ICT-
development. Within working package 3 of the FlexibEL project, focus is on the interac-
tion between power network applications and PES-components working together on a 
number of different timescales to obtain simultaneously an energy balance and a 
power balance within capacity constraints.  Basic element in this modelling activity is a 
more bottom-up manner than in current grids [CRISP D1.2,2004]. From an ICT infor-
mation model point of view, essential for enabling these interactions is information ex-
change between subsystems, the processes operating at ICT-nodes in the power sys-
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tem and the behaviour/reaction on events of the system. Precise description and 
analysis of these three aspects of a system form the essential prerequisites for devel-
oping the required hardware and software within the ICT-architecture to be developed. 
Furthermore, as for current markets, novel market concepts and the way dispersed re-
sources interact with these markets plays an important role in the architecture and in 
the design of the algorithms. 
 
In future, flexible electricity distribution grids, terms in the in a top-down fashion devel-
oped vocabulary describing all phenomena and services in the grid may get another 
meaning. The expected evolution of novel grid architectures is illustrated in Figure 1 
coming from the EU 6th framework FENIX project [Fenix,2006].  New phenomena, en-
countered when controlling distribution grids, and new or adapted services will give rise 
to new 'applications' within power systems. These applications are part of an informa-
tion analysis within several projects to design an innovative architecture for the ICT in a 
future power grid. 
 
The perception of how power system applications are to be made differs when viewed 
from a PES-perspective as compared to an ICT perspective. From the ICT-modelling 
point of view the definition of the control dimension, the time dimension, the data di-
mensions and the market dimension form the major cornerstones. The control and time 
dimension have to do with reaction on events in the power system; the data and market 
dimension may point to the actor/entity most likely to react on events in the system. 
From the functionality partitioning and implementation point of view, the definition of the 
PES-nodes and the PES-connected processors and the definition of the communica-
tion path have to be considered. The secret of ICT-modelling is an as accurate and as 
close as possible mapping of the primary processes and behaviour in a software sys-
tem. A main new point to be treated in this context is the degree of exposure of end-
user primary processes to markets. This has a link not only to the supply side, but also 
to the demand side and the implementation of time-dependent energy efficiency meas-
ures. Energy efficiency measures may have a time-dependent trade-off as well.  
 
As an example 'application' of a future power system, the delivery of 'spinning reserve' 
may serve. Having spinning reserve is an essential pre-requisite for proper operation of 
the power system in reaction to events occurring within small time spans. Handling will 
be done different actors if a considerable part of the power system has dispersed gen-
eration capacity consisting of a large number of small units. In large systems, operated 
in top-down fashion, the mechanical rotational inertia of large generators is the main 
provider of this service. In highly distributed generation systems, this service will be 
more-or-less absent. It has to be provided by small power electronics systems with 
short-term storage via, for example, super-capacitors. For delivery of this service, tim-
ing requires response times in the order of milliseconds. 
 
To give an idea of market implications, as another example, settlement of market 
transactions may be considered. At this moment the TSO is involved in this process; in 
future power markets it could be envisaged, that power markets are also massively 
dispersed and not the TSO takes care of this process but an entity more close in the 
operational range of a traditional distribution company. Automation of this process, 
then, could be mean handling a large number of micro transactions not in scope of cur-
rent legacy billing systems. 
.  
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Figure 1 FENIX view on the evolution of grid control components 

 
 
 
 
This report focuses on the requirements, that form the starting point for the information 
analysis to arrive at a suitable information architecture for key ICT-components in fu-
ture power grids. Currently, there a large number of studies and initiatives to construct 
a hybrid, fundamentally different architecture for an ICT-network enabling the power 
grid to flexibly accommodate novel devices and clusters of devices. Most noticeable in 
this respect is the Intelligrid [CEIDS,2004, See for instance Figure 2] programme in the 
United States executed by EPRI. The scope of Intelligrid is very broad and not directly 
focussed on the intake and flexible accommodation of DG-RES. A project with a com-
parable theme is Gridwise [Gridwise,2006 ] A technical summary of architectural issues 
has been given recently as a final report on architectures within the CRISP project 
[CRISP, D1.7].  Other important relevant initiatives on the European level are the 
EU_DEEP-project [EUDEEP,2006], the SULTELNET-project [SUSTELNET] and the 
activities performed on an European coordinated scale in the IRED-cluster 
[IRED,2006]. 
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Figure 2 EU research program ‘SmartGrids’ vision on novel electricity grids 
 
In this report an inventory of possible communication variants and levels of service for 
applications is given. In this document only those parts of the requirements are cov-
ered, that are linked to the explicit work defined to be done in the working package 3 of 
the FlexibEL-project. This report focuses specifically on requirements for the optimal 
interaction between the tightly constrained power electronics system and the more 
loosely coupled applications within the rest of the ICT-infrastructure and forms the ba-
sis for all subsequent activities in working package 3. The information model, thus, is 
not to be as comprehensive as other information models currently under development.  
Actually, this report focuses on algorithm architectures for distributed stability and co-
ordination of multiple small-scale DG-RES resources. Within this document it is tried to 
envision a power delivery infrastructure for 2030; thus, a timeframe of 20-25 years. 
 

2. Description of ICT-enabled applications for future grids with 
distributed generation 

2.1 Context 

A context description of novel distribution grids is presented referring to the working 
package 1 report [FlexibELWP1,2006] with a view of a highly (60-70 %) dispersed grid 
projected with lead times up to 2030. Application types/services of such novel grids 
treated in this document are: 
 

• Low level inverter spinning reserve service providing. Increasingly, small clus-
ters of consumers and producer are exposed to the grid using a dedicated in-
verter. 

• Management of Energy balance on lower Voltage grid levels. Having an energy 
balance diminishes currents from higher grid levels and in this way transport 
costs. 
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• Management of power (energy per unit of time). An flat power profile and 
power<>duration curve enable lower costs in wiring between nodes in the net-
work 

• Management of capacity (maximum energy per unit of time). The capacity pic-
ture comes up, when investments in transport capacity are to be made. 

• Management of Power Quality. This activity is covered in WP2 of this project. 
 

All these services operate on different timeframes and, more importantly, with different 
timing requirements. Delivering micro spinning reserve may occur on the ms-scale for 
spinning reserve like applications up to market applications delivering contracted ca-
pacity for timeframes of weeks. As the intricate interaction between the PES-hardware 
and the ICT-infrastructure is the major challenge for future power systems to happen. 
In the current document focus is on the low voltage levels of distribution grids. 
 

2.2 Research questions 

 

• Are the novel application types mentioned in section 2.1 possible using a more 
intelligent power grid?? Currently the applications especially on lower grids lev-
els are scarce. 

• What are the information flows and processes in highly dispersed grids, if these 
applications are to take off?? Special focus is on the flows and communication 
schemes between PES-electronics operating within tense time limits and stan-
dard ICT components operating with looser constraints 

• What type of ICT best to use at what grid level (gateways, DSP-like). Partition-
ing of functionality across hardware and software?? 

• What is the effect of disruptions in the power grid once low-level intelligent 
nodes are present in the grid?? 

• What fault paths will occur and what (pro-)active control schemes can be per-
formed?? 

• Will the number of faults and the fault level decrease or increase?? 

• What data rates are necessary to take proper action?? 

• Can the faults be localised more easily or will they be more difficult to detect?? 

• What is the mapping of ICT, internal market architecture (e.g.: used for coordi-
nation) and external market architecture. What markets will have be operated in 
these grids (energy, capacity/reserve markets, balancing markets) as compared 
to current markets and by whom (e.g. see BUSMOD,2004)?? 

• What coordination/control mechanisms will there be necessary to operate the 
grid?? Are agent based electronic market algorithms suitable? To which extent 
may these markets be stacked (hierarchically/parallel, simultaneous/serial) ?? 

• In what way can electricity/heat storage strategies on different timescales be 
made part of balancing service architectures?? 

• What are the characteristics of the coordination architectures with respect to 
stability, response to emergent behaviour (e.g. agents); impacts of autonomous 
mechanisms?? 

• What are the functional benefits of concerted control strategies of large num-
bers of small intelligent PES-nodes equipped with ICT?? . E.G.: Avoided elec-
tricity import/export from an LV-cell using a PowerMatcher control strategy ap-
proach 

• Is increasing local intelligence and using combined market and combinatorial 
approaches useful for optimally utilizing energy storage capacity not only on a 
short, but also on a long term timescale?? (e.g. via a combined PowerMatcher 
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[PowerMatcher,2006] <> BBox [BBOX,2006] strategy (in a looking forward way) 
?? 

• What is the behaviour of a multi LV-Cell cluster w.r.t. the MV adjacent level ?? 

• Are there mechanisms to optimize the grid according to more than one criterion 
at a time (E,P,Cmax,PQ) and what is the best way to introduce constraints in 
this mechanism?? 

• What are the cost consequences regarding the new information architecture. 
(footprint of hardware and electronics; software (thin/thick) client solutions)?? 

• What size constrainits are there for these massive coordination mechanisms? 
What are the scalability issues?? 

• What are the performance issues of different strategies?? 

• What integration possible of different units and applications to share functional-
ity ?? 

 
Activities will be centred on a common point where the PES-world and the ICT-world 
meet. The PES-system will be a 40 kW inverter currently under development at Eind-
hoven Technical University. The inverter clusters a number of loads with various opera-
tional specifications. A Internet based communication connection for exchanging mes-
sages between the inverter and ICT-systems will be used to gather experiences with 
flexibly utilizing the full functionality for the power system.. 
 
Specifically the following activities are planned to shed light on above research ques-
tions: 

1. Determine what ICT is necessary on what level. 
2. Functional aspects and control strategies on low voltage grid levels. 
3. Implementation of combined combinatorial and agent/internal market based al-

gorithms 
4. Constraint handling on various timescales and net levels; LV<>MV connection 

issues 
5. Layered internal market architectures for optimising coordination and coopera-

tion on timescales from the minutes to the hours range. 
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3. Requirements from PES point of view 

Power electronics has continuously penetrated into more and more applications in the 
last decades, playing  a key role in energy conversion and consumption. With the intro-
duction of dispersed generation in the distribution electrical network, it is expected that 
power electronics will be more extensively used. The reason is that the power electron-
ics technologies stems from the high efficiency and compactness of power converters. 
Moreover, Power electronics can play a pivotal role in improving the reliability and se-
curity of the electrical grids [ORNL,2001]. 
However, nonlinearity is a prevailing phenomenon in a system using power converters. 
The nonlinearity comes from both the power converters, due to their on/off switching 
actions, and the load or source of the power converters which draw distorted currents 
and cause self-generated interference in the supply voltage. So, on one hand the PES-
hardware can be utilized to deliver system services for maintaining stability; on the 
other hand a need is created for additional system services due to artifacts that result 
from this non-linearity. 

3.1 Scope (system, storage, grid, communication) 

The electrical network that we will study and which is introduced at package 2, is an 
example of a real-world LV-Cell, the network of Lelystad test grid. First, this network 
will be simulated in MatLab by taking the real data (with some dispersed generation). 
Thereafter, some scenarios will be proposed, to generate a highly decentralized energy 
generation system, for study dynamic net stability and power quality by means of some 
kind of global supervision system to avoid conflict between generated and consumed 
power. 
The physical interface between distributed energy sources and the grid is realized by 
means of power electronic converters, which will be studied in this working package. 
These are switching circuits that utilize semiconductor switches and passive compo-
nents. The constraints of the components (maximum thermal dissipation and turn-off 
speed capacity, etc.) limit the dynamics by which energy can be delivered to the grid. 
Also, dynamic grid stability and power quality can only be guaranteed if enough energy 
storage is available in the power electronic converters. The ICT-supervision system 
must take into account these restrictions. 
The minimum requirements for the ICT- supervision software during typical load varia-
tions and disturbances (voltage dips, harmonic distortion, short circuits, etc.) must then 
be translated to the size of the passive components of the converters, in relation to the 
admissible switching frequencies.  
 
 

3.2 Fault localization/load shedding requirements 

Connection of dispersed generation into electrical distribution networks converts simple 
systems into complicated networks. The reason of this complexity is that the electrical 
network will have multiple sources which change the flow of fault currents. Tradi-
tional protection schemes may become ineffective.  

 
In distribution networks some of the following faults can happen [CRISP,D1.1]: 
 

� 3-phase faults: they are short-circuit of the three phases (to ground or not). 
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� 2-phase faults: they are short-circuit of the two phases or one phase to neutral 
(to ground or not). 

� 1-phase faults: they are short-circuits of the one phase to the ground. The value 
of the current depends on the ground resistance. 

� Loss of the neutral cables: this type of fault has some consequences if the net-
work is not balanced. Thus for the less loaded phase, the voltage is higher than 
for the other phases. 

� Furthermore, double or triple faults can occur depending on the fault placement. 
 
One can distinguish the following different types of disruptions: 
 

� Short disruption: between 1s to 3min. 
� Long disruption: more than 3min. 
� Voltage variation: diminution of the voltage from 10 to 100% of the voltage am-

plitude during a time range of 0.01s to 1s. 
 
The following challenges will have to be solved: 

 
� What kind of faults are there in the electrical network and which trajectory they 

use 
� Will fault levels be increased or decreased, 

 
The importance to locate the fault is due to the fact that this last can produce: 
 

� False tripping of feeders,  
� Nuisance tripping of production units, 
� Unwanted islanding, 
� Prevention of automatic reclosing, 
� Unsynchronized reclosing, 
� Destruction of power electronics devices used in multi-supply and non-linear 

loads. 
 

3.3 Timing/rate of data exchange 

The energy exchange rate between the grid and the power electronic converters is lim-
ited by the switching frequency of the converters. For power levels around 50kW, pre-
sent-time switching frequencies are around 5kHz (it is expected to stay at this level in 
the next years). This means that a realistic response time for short-term transients of 
energy exchange between a single converter and the grid would be in the order of 10 
switching cycles (about 2 ms) up to stabilized operation point. On the other hand, the 
supervisory system has to gather information from all the dispersed generation sources 
and loads connected to the grid, and some calculation time is necessary in order to 
send command signals back to the distributed sources. Therefore, a possible rate of 
information exchange between the supervisory system and the individual converters 
would be a few seconds. In view of that, the internal energy storage in the power elec-
tronic converters should be dimensioned to allow continuity of operation for at least 2 
information exchange cycles. By this way, the higher level control system would be 
able to guarantee a certain level of power quality.  
The time exchanging rates as described above are realistic but by no means have to 
be considered as absolute values. In WP3 they may be seen as input parameters for 
studying different scenarios with respect to the interaction of the converters and the 
ICT supervisory system. 
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Searching the right balance between access time to storage facilities, ICT network 
communication overhead and transmission times and processes in the appropriate 
nodes of the ICT-network is the important parameter to be considered here. 

 

3.4 Energy/Power storage requirements 

 
The necessity of energy storage is becoming more important with regard to the follow-
ing: constantly raising base load in the networks, high energy costs during maximum 
load period, etc. Concerning the liberalization of the energy markets and the principle 
of maximizing the profit, the mentioned problems are getting more important. The en-
ergy storage devices (ESD) once connected to the network are providing the following 
services: balances of the maximal energy need, frequency stability, load balancing, and 
ready-to-use stored energy during blackouts [Bilhadzi,2005]. These characteristics 
bring advantages both to the energy producers and energy users. This also provides a 
possibility to reduce the energy transmission costs by energy losses.  
In the following table, taken from [Strunz,2005] the energy storage technologies are 
classified. Flywheels and super capacitors allow for fast access, long cycle life, and 
high efficiency. Therefore, they are classified as access-oriented. Battery and hydrogen 
storage with lower cost per unit of stored energy are classified as capacity-oriented. 

 
 

Class term Underlying technology Cost per 
unit energy 

Access speed 

Flywheel Kinetic energy of spinning 
wheel-like disk 

High high Access 
orientation 

Super capacitor Electric energy of electro-
static field due to separate 
of charges 

High High 

Battery Gibb’s free energy of reac-
tants with respect to Gibb’s 
free energy of products 

Low Moderate Capacity 
orientation 

Hydrogen storage Gibb’s free energy of reac-
tants with respect to Gibb’s 
free energy of products 

low Low 

 
Table 2 Storage options 

 
The ESD are also connected to the network via an inverter (Figure 3). The modeling of 
EDS will be the same as the Fuel cells and Photovoltaic. 
 

 
 
 
 
 
 
 
 
 
 

Figure 3 Connection of energy storage devices to the network 
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The choice of energy storage depends on the type of application. A number of parame-
ters characterize each solution [ECN,2006]:  
 

- Operational temperature  
- Power / capacity  
- Number of cycles  
- Charge/discharge efficiency  
- Technical lifetime  
- Production cost  
- Environmental and health safety  

 
The types of application [ECN,2006] are: 
 

- Load leveling: shifting of peak load by storage at times of overproduction / low 
cost and discharge at periods of high consumption / high cost.  
- Momentary voltage dip suppression: requires short response characteristics.  
- Emergency power supply: requires low storage losses.  
- Compensation for intermittent supply (PV, wind).  
- Demand and supply control: as part of a PowerMatcher cluster.  
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4. Requirements from an ICT point of view 

The overall problem when integrating DG in existing networks is that power distribution 
systems are planned as a passive network, carrying the power unidirectional from the 
central generation (HV level) downstream to the loads at MV/LV level. The protection 
system design in common MV and LV distribution networks is determined by a passive 
paradigm, i.e. no generation is expected in the network [ETH,2006].  
A new kind of networks named active network is envisaged as a possible evolution of 
the current passive distribution networks and may be technically and economically the 
best way to initially facilitate DG in a deregulated market. The active networks have 
been specifically conjectured as facilitators for increased penetration of DG and are 
based on a recognition that new ICT technology and strategies can be used to actively 
manage the network. 
Currently, the mapping between the real-world behavior of appliances and their primary 
processes is not directly reflected in the value electricity has within these processes. It 
is a well-known saying in the electricity world that 80 percent of generation profits are 
made with 20 percent of the generation capacity. The articulation of the demand and 
the flexibility of generation has to be accounted for to use these resources effectively.  
 
Within the wholesale market these parameters are already used extensively. For 
smaller consumers, in accounting models generation and demand are clustered and 
averaged in profiles and financial calculation is averaged over longer periods. Future 
grids have to have a larger degree of exposure to the whole market-based mechanism 
used for coordination as customer onsite generation becomes more important. This 
means, that there will be more data-acquisition and control connected to electricity 
generating and distributing appliances.  
 
Small, autonomous grid variants exist in the form of microgrids. In research environ-
ments, these grids can be operated using a grid stability based operating strategy [Mi-
crogrids,2006]. On the other hand, top-down operation of the grid using high-level con-
trol and services is also commonplace. Between these extremes, a number of opera-
tional problems have to be solved.  
PES-Entities in the grid may cluster physically within a geographically constrained area 
with intelligent distribution control as the binding element, but also other remote entities 
with, for instance, similar commercial objectives in market portfolios. Examples of the 
first are inverters/gateways at the home level or small business segment level that op-
timize local electricity usage (E-Box,2003) within a real-time price context. Larger ca-
pacity inverters, with a larger number of appliances connected may also pursue part of 
the objectives in maintaining attributes of power on a local level. Apart from the physi-
cal grid, other virtual entities may exist, that pursue a joint optimization objective. Using 
grid applications as a service may satisfy a market financial optimization target. Both 
clustering mechanisms have to be addressed within WP3. 

4.1 Scope (PES-context and ICT-context) 

 
The advanced information & communication technologies (ICT) imply the improvement 
of the efficiency of the electrical power operation by means of an increase of the sys-
tem observation possibilities and controllability for better coping to the increased of this 
electrical network complexity[CRISP, D1.2]. The communication must be operated with 
high reliability and security to guarantee a high quality power supplies [CRISP, D1.3]. 
Increased monitoring of power electronic devices by ICT and increased user feedback 
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will have to be secured. Furthermore an interface to markets will have to be part of fu-
ture infrastructures. The market design for effectively operating a highly dispersed 
power grid will probably have to be adapted to facilitate mapping of the grid infrastruc-
ture to the ICT-infrastructure and the user’s demands. Consumer and producer proc-
esses related to power generation and consumption will be more exposed to operation 
of the power network, but the level of user comfort must not be impaired noticeably.  
 

4.2 Operational parameters to be known from higher grid levels 

4.2.1 External market interface 

In the current electricity distribution infrastructure, within a liberalized market context, 
ICT is applied for automatic metering of generation and consumption of customers 
above a certain connection power. Metering has to be accountable and serves settle-
ment of contracts. To minimize trading risks the electricity sector will offer more time-of-
use en real-time pricing contracts to ever lower segments in the market. Transport tar-
iffs will be more associated to the grid level, where transport has taken place. The 
same is expected to take place for taxing of electricity or giving tax credits to certain 
classes of renewable generation. Current electricity systems are operated and ac-
counted for without inherent knowledge and remuneration of prices paid in the several 
markets used to get an overall nationwide balance between demand and supply on 
several timescales.  Future electricity grids have to be operated market aware and con-
text aware.  On one hand, this means that market information will have to be available 
in several places in the network; on the other end, market information will be generated 
at all nodes in the network. Optimally, using the available supply and demand capacity 
then can be derived from the current snapshot of the situation on a number of markets.  
 

4.2.2 History information of external parameters 

Most operation of the electricity grid does not change abruptly. Neither does it change 
from day-to-day. Therefore some persistent information has to be present. With respect 
to persistent information one might think of meteorological data and operational data of 
primary processes involved in power generation and consumption. Furthermore, in de-
riving an operational strategy, experiences have to be stored and provisions have to be 
made to facilitate learn from them. History information should enables and enhance 
context awareness 
 
 

4.3 Protection 

 
The distribution system is expected to undergo changes with the introduction of dis-
persed generation and the extension of control and communication systems to the 
lower voltage levels. There are clear benefits which will arise from the integration of 
protection decisions, control functions and higher level decision-making. New protec-
tion devices will be introduced which can be regarded as intelligent electronic devices. 
This numerical protection will contain Programmable input-output (I/O), extensive 
communication features and an advanced human-machine interface (HMI), provide 
easy access to the available features [Tomsovic,2004]. 
 
The characteristics of this new generation of numerical protection will be [Bil-
hadzi,2005] : 
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� Reliability: lower incorrect operations compared with the conventional protec-
tion devices; 

� Self- diagnosis: is realized as a watchdog circuitry, which includes memory 
checks and analogue input tests; 

� Event and disturbance records: by a realized protection function, energizing 
of a status input, hardware failure. Records include also all status input and 
output information; 

� Integration of other digital systems: e.g. communications, measurement and 
control for a reliable substation operation; 

� Adaptive protection: the settings of the protection device can be changed ac-
cording to the operational conditions of the network (real time situations). In the 
following section a typical structure of a numerical protection device is dis-
cussed. The main modules are: 

� Microprocessor: responsible for processing the protection algorithms. It con-
tains the memory module, which includes the following components:  

 
o RAM (random access memory) with the functions: retaining the infor-

mation data that is input to the processor and is necessary for storing in-
formation during the calculation of the protection algorithms. 

o ROM (read only memory) or PROM (programmable ROM) for storing 
programs permanently. 

o Input module: for receiving the input signal and proceeding them to the 
microprocessor. The module contains: analogue filters, realized as low 
band pass for elimination of higher harmonics; signal conditioner which 
converts the signal from the current transformers (CTs) into a DC signal; 
analogue/digital (A/D) conditioner: which converts the DC signal into a 
digital signal which is then sent to the microprocessor, or communica-
tions buffer. 

o Output module: for sending the microprocessor response signals to the 
external elements (e.g. tripping command to a circuit breaker). 

o Communications module: contains series and parallel ports to permit 
the interconnection of the protection device with the control and com-
munication systems of the substation. 

 
 
The most important standard functions of numerical protection devices will have to be: 
 

� protection functions: directional/non-directional three-phase over-current; di-
rectional/non-directional earth-fault current; negative- phase-sequence over-
current; directional power; over-excitation; over- and under-voltage; over- and 
under-frequency; distance; differential; breaker failure; breaker monitoring and 
automatic reclosing; 

� measurement functions: three-phase voltages and currents are measured, 
digitally sampled, and the fundamental component is extracted using a discrete 
Fourier transformation (DFT). Frequency, power factor, apparent power, reac-
tive and active power can also be measured; 

� control functions: for sending a tripping command to the circuit breaker; 
� communication: A communication port on the protection device front panel 

provides a temporary local interface for communication. Communication ports 
and the panel provide a permanent communication interface. Panel communi-
cation ports can be connected to computers, terminals, serial printers, modems, 
and intermediate logic communication/control interfaces. 

� Shared functionality: The equipment has to support multiple applications. 
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4.4 Timing/rate of data exchange 

Compared to the current grid architecture a larger amount of data-acquisition and 
processing hardware will be necessary. The communicational demand for the different 
concepts should vary from the possibility to send and receive a simple signal, over one 
way communication of more complex data, to full bi-directional communications 
[CRISP, D1.7]. The communicational needs are lowest for the implementation of some 
concepts that have already been in use for peak load reduction, such as broadcasting 
a set of tap water heaters to shut down for a predefined period of one or two hours. 
The highest demand on communications comes with the implementation of full elec-
tronic markets with end user (consumer and DG) bidding. Data exchange mechanisms 
should adhere to common communication models and standards for the physical and 
logical network. It is expected, that the IP-protocol provides an important cornerstone 
for the exchange of messages and that information frameworks such as .NET or Java 
Enterprise Edition framework will provide cornerstones for the implementation model. 
The timescale for phenomena in power grids ranges from micro-seconds to planning 
periods over decades. Focus in the WP3-activities will be to utilize the dedicated fast 
PES-hardware (ms-scale) in combination with the ICT-nodes operating on local elec-
tronic markets (up to one day-ahead). 
 

 

4.5 Energy/Power storage aspects 

Reacting on events and response times for messages following computerised commu-
nication pathways necessitate a cascade of storage options for several storage periods 
and time scales on the grid.  In this respect, traditional top-down operated grids have a 
large top ‘storage’, compensating for deviations in a number of properties of the elec-
tricity delivered like balance, Voltage, reactive power and so on. Novel grid architec-
tures should support a diversity of storage options from the time dimension as well as 
the size and physical location dimension. Key element for enhancing the stability of the 
grid should be to increase the flexibility of real-time power grid operation by continu-
ously optimizing the amount of stored energy on a number of timescales. 
 

4.6 Operations and maintenance 

The track record of the uptake of intelligent components in electricity grids is not very 
positive. Being more technologically advanced, these components have smaller service 
intervals and are thought to have a smaller Mean Time Between Failure. New compo-
nents and networks, thus, have to have a reliability matching the traditional compo-
nents. 

4.7 Metering and interfaces to customer primary processes  

Just like the internet, the electricity grid will be interactive for both power generation 
sources and consumers (loads). In 2030, energy service companies will allow everyone 
to have access to the provision of electricity supply services such as the demand man-
agement capabilities and demand response facilities. Enabled by smart metering, elec-
tronic control technologies, modern communications means and the increased aware-
ness of customers, local electricity supply management will play a key part in establish-
ing new services that will create value for the parties involved. In this context, metering 
services will represent the gateway for access to the grid of the future and will have a 
critical consequence on power demand evolution. For this reason, electronic meters, 
automated meter management systems and telecommunications, together with other 
communications systems that use electricity supply networks as their delivery infra-
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structure” will serve as enabling technologies. Information and Communication Tech-
nology (ICT) and business process integration will be valuable tools in the real time 
management of the value chain across suppliers, active networks, meters, customers 
and corporate systems [SmartGrids,2006]. 
Another way of accounting, settlement and reconciliation for actors in the value chain 
will arise. A traditional split-up in energy unit based commodity price, capacity based 
distribution price and taxes will undergo changes. To reflect the flexibility of device 
types, differentiation in time and flexibility of operation has to be rewarded. Five levels 
of accounting have to be discriminated: 

• The internal market prices for the consumption/production of the commodity. In 
the PowerMatcher control algorithms, bidcurves and prices are the only infor-
mation exchanged to establish concerted operation of devices. Per unit prices 
in bid curves only tell the status of the internal process, taking into account a 
utility of the electricity consuming process in the appliance. 

• The transport related market price. In certain circumstances, electricity transport 
constraint exists. Processes able to react on these changes flexibly by decreas-
ing or increasing their load can gain extra profits. 

• The capacity related market price. Recent experiences in weak distribution 
grids in exceptional meteorological hot-weather circumstances showed large 
problems, which could have been avoided with using intelligent demand re-
sponse. In future grids, the possibility of temporary capacity shortages is also 
existent, but the possibility to deal with them are abundant. 

• The external market prices. These include APX-like and balance market prices. 

• The contracts with end-users. These may differ from customer category and 
type of usage. 

 
Apart from a metering interface a control interface is necessary in order to give the grid 
information about the electricity consuming or producing process. Direct control of sup-
pliers and demanders will not be desirable, but an influence on the control strategy may 
well be necessary in most cases. One might think of knowledge of maxima and minima 
in capacity and power, historic performance data and so on. Furthermore because of 
energy compensation, a transport path related market price may be imagined. 
 

4.8 Security/reliability 

When using open networks for communication of control data, security becomes a se-
rious issue. People may try to hack into these systems for various reasons: inflicting 
damage (e.g. terrorists, warfare), personal profit (e.g. in real time markets), revenge 
(e.g. on a company after being fired), or just for fun. There are many different kinds of 
security breaches, among them [Electa,2004]: 
 

� Confidentiality, 
� Denial of service, 
� Integrity 
� Authentication 
� Insider Threat, 
� Physical security of control systems. 
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5. Conclusions 

In the previous paragraphs a set of essential requirements has been stated for the grid 
and ICT-architecture to flexible operation of future power distribution networks. The 
main challenge will be combining the wealth of possible ICT-variants to a flexible ge-
neric mechanism and algorithms for concerted operation of a large number of distrib-
uted entities on several grid levels. In the remainder of working package 3 a first round 
of information and computation architectural work will have to be performed to identify 
the main bottlenecks in these novel grid architectures.  
To focus ICT-related and PES-related activities, a PES-component (a set of devices 
connected to a 40 kW inverter) will be connected to an ICT-network to study the archi-
tectural implications and get knowledge on the behavior in these circumstances. 
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ACRONYMS AND ABBREVIATIONS 
 

AMR Automated Meter Reading 

APX Amsterdam Power eXchange 

BUSMOD BUSiness MODels in a world Sharacterized by distributed generation 

CHP Combined Heat and Power generation 

CRISP distributed intelligence in Critical Infrastructures for Sustainable Power 

DG-RES Distributed Generation with Renewable Energy Sources 

DNO Distribution Network Operator 

DRR Demand Response Resources 

DSM Demand Side Management 

DSP Digital Signal Processor 

EPS Electric Power System 

GSM Global System for Mobile communications 

ICT Information and Communication Technology 

ISO Independent System Operator ( ~ TSO, USA context); International 
Standards Organization 

IEA International Energy Agency 

LV Low Voltage 

MV Medium Voltage 

PES Power Electronics System 

PRP Programme Responsible Party 

PV Photo-Voltaic 

SDM Supply and Demand Matching 

TSO Transmission System Operator 
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